CASHU Merchant
Integration

(Prepaid & Checkout with CASHU)
Getting Started Guide

Document Version: 2.0

August 14" 2016

CASH\"

PAY YOUR WAY



Copyright Statement

All rights reserved. No part of this document may be reproduced in any form or by any means or used to
make any derivative such as translation, transformation, or adaptation without the prior written permission
from CASHU Corporation.

Trademark
Copyright ©2015 CASHU Corporation. Contents are subject to change without prior notice. CASHU is a
registered trademark of CASHU Corporation.

Contact Us

Jordan+962 6 5826097 ext. 3619
integration@cashu.com
www.cashu.com

Copyright© CASHU 2015 2


mailto:integration@cashu.com
http://www.cashu.com/

CASHU Getting Started Guide

Contents
N 07 N o L6 PP PPPPPPPPPPPPPRY 5
2. ADOUL thiS DOCUMENT ....eiuiiiiieitieiee ettt ettt sttt et e bt e s bt e sae e saee st e e b e e nbeesmeesmeeeneeenteen 6
21 INEENAEA AUGIENCE ...ttt ettt b e b e s e st e et e sbeesbeesaeesane e 6
2.2 DOcUMENT CONVENTIONS ..oeiiiiiiiiiiiiiiieiittc ettt ba e e s s arae s 6
B 1 e 1YY | oY PRSPPI 8
4. CASHU Prepaid Payment Transaction WorkfloOw ...........coocviiiiiiiiiiiiciiii et 9
5. CASHU Prepaid INTeEration StEPS ...uuiiiiiciieie ittt ceiieee ettt e st e e ettt e e s st e e s sbae e e s sbaaeessbeeeessseeeessnes 10
F YT 1< oo 0t AR U ISR 39
Appendix 2 — (IMportant) SECUNLY MEASUIES.........ccccuieeeiieiteeeete ettt s steeaesbe e enaesreeanas 40
Appendix 3 — Checkout With CASHU (CWQC).....ocvoiiiiceeieceeee ettt sttt 41
Appendix 4 — Checkout with CASHU on Sandbox ENvironmMent ...........ceovciieieiiiieeisiiiee e eecivee e sseee e 42

Copyright© CASHU 2015 3



CASHU Getting Started Guide

Table of Figures:

Figure 1: Current STatus — TeST 1.ttt e e e e e e e e e e e e s e s antbeeeeesesessnnnnnes 10
Figure 2: Service SETUP — FIrST STEP oot e e e e e e e e s e s sabtaeeeeeaeesssanrnnns 11
Figure 3: Create SUD CheCKOUL........uii ettt e e tre e e e ae e e s e eabe e e s e nbaee e e areeas 11
Figure 4: Service SETUP — SECONT SEP ...uiiiiiiiiii ettt e et e e s e e s ssabeee s senbeeessnareeas 12
Figure 5: Service SETUP — Third SteP ..ccuviie et e e rtre e e e ra e e e e eara e e e e abaee e eeareeas 14
Figure 6: Service SETUP — FOUIMTN SEEP....uiii ittt e s s e e s s e e e e nareeas 15
Figure 7: Service SEtUP COMPIETE .. .iii ettt e e e e e e e e s e sbee e s s sbeeeeenaseeas 15
FIBUIE 8: SECUITY SEITINES .uuviiiiiiiiiiiiiiieeee e e e e e s e s st e e e e e e s s s abaaeeeeeeeeessastseneeeeeessnnsssnns 16
Figure 9: CASHU Prepaid Credentials .........occiiiiiiieii sttt e e e s sbee e s e naneeas 33
Figure 10: Prepaid TeStiNG SEINGS ..oiivcviiii ettt e ree e e e ree e e e sabee e e e e e s e sabee e s sabeeeeenareeas 34
FigUre 11: "GO t0 LIVE" BUTLON ...cccuiieie ettt ettt e et e e et ee e e s et e e e e enbae e e e abeee e eeabaeeeeenbeneeennsenas 35
Figure 12:BasiC iNfOrmMation ........occiiii it e e e e e sabee e e e be e e s e saree e s e nbeeeeennreeas 36
Figure 13: Settlement ACCOUNT DELAIIS ....cciieiiiiiiiiiee e e e s e e e e nareeas 37
Figure 14: Contact INnformation DELAIlS ........cueiiieiiiiie et e e e eree e e e e e e e e areeas 38
Figure 15: CWC Option — Merchant Ar€a ........ciiicciiiii ittt ettt e e e e e s sabee e s s bee e e eareeas 42
Figure 16: Activating Checkout With CASHU........ccuiii ittt e s e e e 43
Figure 17: Checkout with CASHU Payment PAge - L....ccuueieeiiiieeceiiee ettt ettt ettt e e e e e ba e e e 44
Figure 18: Checkout with CASHU Payment PAgE - 2...ccuiiiiieiiieieiiie e cetee e ssitee e esttee e esvee e e savee e e s eneee s ssareeas 44
Figure 19: Checkout with CASHU Payment Page - Mobile Number Field .......cccccocveeviiiiiiciee e, 45
Figure 20: Checkout with CASHU Payment Page —Verification Code........cccvviiiiiiiiieiiiee e, 45
Figure 21: Checkout with CASHU Payment Page — CC Information ........ccccecveeiieiiee e, 46
Figure 22:Merchant Area - Credit Card Test INformation.........cccccvviiiiiiii e 46

Copyright® CASHU 2015 4



CASHU Getting Started Guide

1. CASHU

CASHU is an electronic payment solution developed specifically for the Arab speaking
world with the aim to help any business become a successful online Merchant in the
region. It is available for almost everyone selling products or services without
restrictions, setup fees or bureaucracy.

The CASHU Merchant Service offers you a way to accept payments through the
CASHU Payment Gateway.
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2. About this Document

This document provides step-by-step instructions to get started with CASHU Integration.

This document tackles the integration of CASHU Products. It describes the features,
services, parameters and the technical environment required by merchants and
provided by CASHU to achieve a successful implementation.

CASHU supports the setup of payments in both test and production environments by
providing merchants with two accounts; the first one is designated for testing (Sandbox)
and the other one is or livetransactions.

2.1 Intended Audience

This document is intended for software developers with knowledge and authority to
integrate third party payment solutions on a merchant's e-commerce platform. Since
CASHU Payment Gateway does not require any software installation, the required skills
are determined by technologies used on the Merchant’s website and the necessity to
integrate the Payment Gateway with back-end systems.

The integration details in this document are applied to all Merchants regardless of the
programming language.
2.2 Document Conventions

The following typographic conventions are used in this document:

Convention Description

Bold Used for headings, names of pages and menus, elements supplied by
the system, names of commands and illustrated steps.

Text in this typeface represents important resources, names of used
Underlined programs and indicates terms that are defined in the text or appear in a
glossary

Bold and

Underlined Used for sub heading

[] Contains Regular Expression Definitions
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The following types of notes are used in this document:

Type Description

NOTE!
Note Notes with a blue background contain important
information for you to keep in mind as well as helpful tips.
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3. Glossary

Term ‘ Definition

A unique ID for each Merchant. This ID will be chosen and created
during theprocess and will be used for login purposes as well as
identifying Merchants' requests in the integration process. It is
preferred to use a descriptive and an easy-to-remember ID.

Merchant ID

Any suitable Keyword selected and defined by the Merchant, which
Encryption Keyword will be used to verify the payment transaction request, by using its
value in the Token, verificationString and cashuToken calculations.

An encrypted parameter sent by the Merchant in every payment
request and used to verify that the transaction is owned by this
particular Merchant, it also sent after any successful payment
transaction by CASHU to Return URL and Notification URL.

The Merchant should recalculate the Original parameters and match
them with this parameter to verify that the correct amount was
collected successfully without any manipulation.

Token

The Token calculation is explained in a later section.

A parameter sent after any successful payment transaction by
CASHU to the ReturnURL. The Merchant should recalculate the
verificationString received parameters and match them with this parameter to verify
that the transaction response was received from CASHU.

The verificationStringcalculationis explained in a later section.

Refers to the URL where the customer will be redirected after a

ReturnURL . .
successful payment transaction and its mandatory

One of the parameters sent by CASHU to the
Merchant'sNotificationURL, where the Merchant should calculate the
cashuToken received parameters and matchthem with this parameter to verify
that the transaction response was received from CASHU.

The cashuTokencalculationis explained in a later section.

Refers to the URL where the Merchant will be receiving the XML
NotificationURL Notification sent by CASHU immediately after a successful payment
transaction. Its optional but recommended

Merchant Display The name that will appear to the consumers on the payment page,
Name which refers to the Merchant's trade name.

A parameter the Merchant should use when referring toSub
Merchant Checkout name that currently is under integration.

Service Name CASHU allow the merchant to create multiple Merchant Checkout
Pages under the same Merchant Account. In case a Merchant has
more than one Merchant Checkout Page.
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4. CASHU Prepaid Payment Transaction Workflow

A payment transaction between the merchant and the customeron CASHU takes the
following steps:

1. The customer visits the merchant website and selects to purchase a Product/Service

2. The customer follows the merchants purchasing flow and proceeds to the payment
section (checkout page) of the merchant website.

The customer selects to pay by CASHU.

The customer is redirected to CASHU Payment page where the description of the
Product/Service and the total price are presented.

The customer authorizes and completes the payment (clicks pay).

CASHU validates the payment. If the transaction is approved, it is executed in real-
time (directly) and recorded in CASHU's system.

7. In case of any error, CASHU will either display a relevant error message on CASHU
payment page or if the merchant implements the Sorry URL; CASHU sends an error
code to the merchant Sorry URL (it should be predefined)then he will be responsible
for showing the relevant error description to the customer.

8. After the execution of a transaction, the customer is redirected to a predefined
section of the Merchant’s website Return URL and CASHU will send notification to
the merchant’s Notification URL (if implemented).
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5. CASHU Prepaid Integration Steps

Please apply the following steps to integrate CASHU Prepaid into your website:

1. Register as a Merchant on CASHU's Testing Area (Sandbox Area).

e Go to https://sandbox.cashu.com/Merchants/en/reqister.

¢ On the main registration page, enter a Merchant ID that will be used for
login(please use a descriptive and aneasy-to-remember word as you will use it in
the integration process), and a valid email address of yours, where the activation
email and other further correspondence will be sent.

- Register as a Companyif you have a valid trade license/ certificate of
incorporation and a bank account under your company name.

Once you complete the registration process and activating your account, do the
following

2. Log in to your Merchant Account (Testing Area).

e From the following page:https://sandbox.cashu.com/Merchants/en/login.Login
to your Sandbox Merchant Account using the Merchant ID you have chosen and
the password that was sent to your E-mail address.

NOTE!

- If you forgot your login Password, you can use the Password
Reminder tool located at this link:
https://sandbox.cashu.com/Merchants/en/login and a
new password will be sent to your registered email address.

Your account will indicate that you are in the"Test it"phase as shown in Figure 1.

MNew sandbox m Eligible for live account Request live account Pending approval Active live account
L]

Current status: You need to perform at least one successful payment transaction to be gualified to move to your live
&CCOoUNt.

Figure 1: Current Status — Test It

Your Merchant account's current status is "Test it".In this state you are requested to
complete the setup for at least one Merchant Checkout Pageand make at least one
successful PayementTransaction (test)on your Sandbox area to be eligible to get the
live account.Todo that you need to set your Service Setup first.

3. Edit&configure at least the DefaultMerchant Checkout page.

e Go to Merchant Services -> Service Setup.The below screen appears to you.
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Account Managemeant Merchant Services Financial Services Halp

=
B Serdce ldentification

Service Identification

Senvice Name * Merchant Display Marme *
Merchant checkout
e st =
Defaul a8 ¢

Sub Merchant checkouts

[ wemme | semmwswmee | vewssemnas | oo |

Figure 2: Service Setup — First Step

e As shown in the wizard above, the first step is editing your
DefaultServiceSetup.Startwith Service Identification by clicking the "View
Settings" button then click "Next".

NOTE!
A - CASHU has already created a Merchant checkout and has
named it [Default] as appears above in Figure 2.

- CASHU allows the Merchant to create as many checkout pages
as needed which can be managed from the same Merchant
Account.

If you want to integrate more than one website under the same
merchant ID you can create a sub checkout for each website, a
new checkout will be created by clicking on the add button as
appearsbelowin Figure 3.

r':ll}' Service ldentification Payment methods Integration Settings General settings
|— lew Checkout
Service Identification
Service Name * Merchant Display Name *

Figure 3: Create sub Checkout
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e The second StepisPayment Methods, as shown in Figure 4below. CASHU

Prepaidis selected by default.Click "Next".

NOTE!
- The Prepaid option is selected by default.

I{I':I Sendce |[denbiication Payment methods Intagration Setngs General selngs

Payment methods

¢ Please selectthe payment method(s) to be offerad in this checkout

| cashl Prepaid

Marchant checkout

TN p—r——

e faull =}

Sub Merchant checkouts

I = [

Figure 4: Service Setup — Second Step

The Most important step is Integration Settings as shown in Figure 4, where you
enter your Encryption Keyword, ReturnURL,NotificationURLand other fields. The
Fields that end with a star are mandatory; the others are optional.

- Encryption Keyword: Enter any suitable Keyword. (no one else should know it
besides you) This Keyword will be used in the Token,VerificationStringand
CASHUTokencalculationto verify the payment transaction.

- ReturnURL: Enter the URL to which you wish to redirect your customer after
any successful payment transaction. However, this URL should be as follows:

Must be entered using a full path like:

(http://www.yourwebsite.com/successPage.php)

Special characters are not allowed:

Special characters are not allowed, and even when entering a URL that
includes special characters in the Return URL field they will be automatically
truncated, instead of that the merchant can use the optional parameters (txt2
to txt5) that CASHU offers to pass any data that he want to receive back on
his Natification URL (please check section CASHU Parameters)

Copyright® CASHU 2015 12
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/N

Must be accessible and should accept server-to-server calls as CASHU will
use curl request to call that URL and POST the success parameters to it.

NOTE!

All images, scripts, and CSS style sheets that you are calling in your
Return URL should be presented in full path otherwise it will not be
displayed correctly, and will look broken.

NotificationURL (optional): Enter the URL on which you wish to receive
CASHU XML Notifications after any successful payment transaction.
However, this URL should be as follows:

Must be hosted on a secure server (HTTPS) for the live mode.

Must be entered with a full path like:
(https://www.yourwebsite.com/NotificationPage.php)

Special characters are not allowed:

Special characters are not allowed, and even when entering a URL that
includes special characters in the Notification URL field they will be
automatically truncated, instead of that the merchant can use the optional
parameters (txt2 to txt5) that CASHU offers to pass any data that he want to
receive back on his Notification URL (please check section CASHU
Parameters)

Must be Accessible and should accept server-to-server calls, as CASHU wiill
POST the success parameters to this URL.

Sorry URL(mandatory): Enter the URL where you want CASHU to redirect the
customer in case the payment transaction failed for any other reason, along
with a list of parameters that identifies the reason of the transaction's failure.

Must be entered with a full path like:
(http://www.yourwebsite.com/SorryPage.php)

Special characters are not allowed:

Special characters are not allowed, and even when entering a URL that
includes special characters in the Sorry URL field they will be automatically
truncated.

NOTE!

The parameters will be sent using HTTP POST.AIlURLs must be
entered with full path e.g.:

(http://www.yourwebsite.com/SorryPage.php) and they must be
accessible.

Special characters are not allowed, and even when entering a
URL that includes special characters in the Notification URL field
they will be automatically truncated, instead of that the merchant
can use the optional parameters (txt2 to txt5) that CASHU offers
to pass any data that he want to receive back on his Notification

Copyright© CASHU 2015 13
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URL (please check section CASHU Parameters)

All URLs can't be the same should be a different URL for each
field.

All URLs used in Sandbox account can't be used for Live account,
if you want to use the same URLs that you've set in Sandbox you
need to change them first in your Sandbox account before using
them.

Sorry URL is now mandatory, make sure to use a proper one
otherwise you won'’t be able to complete the integration

Once you enter the URLs (keeping in mind the format), click "Next".

"‘r' Service dentification Payment methods ration 5 = General settings
Integration Settings
cashU Prepaid
Encryption Keyword: *
Return URL: *

Motification URL:

Standing Order Notification URL:

- - - - -

Sorry URL:

(= ==

Figure 5: Service Setup — Third Step

e The last step is the General settings. As shown in Figure 6 below, this step is for
Payment Restriction; we usually recommend to keep the default settings without
changing anything unless you really want to restrict the payment to some
countries or for the only KYC-compliant CASHU users.
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"':E" Service ldentification Payment methods Integration Settings General settings
General settings

Payment Restrictions

Payment Settings

» Limit your Product’Service sale to the following countries.

=0 ALL

GCC

LEVANT

NORTH AFRICA
EU

Others

Irag

Iran

Migeria

Yemen

ESRaC JRNE JRE JE

OoOoOoooooo

KYC Limitation
* “rou can limit your Product/Service sales to only KY'C complied Payment accounts.

| agree to add this limtation te my tranzsactions.

6 Note

1. If you do not select any country, then payments from all countries will be accepted.

Figure 6: Service Setup — Fourth Step

Once you finish, the below figure appears, which means that the setup for this checkout
page has been successfully completed.

=
5P Completed

Thank you,your checkout setup has been
completed successhully .

Merchant checkout

oot | prT—— i romon |

Oafault NimrchariNsme o

Figure 7: Service Setup Complete

e Now, choose your Encryption Type by goingto Merchant Services -> Security
Settings.CASHU offers two types of Encryptionas shown in the below figure,
the Default Encryption is already chosen, we recommend you to always select
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Enhanced Encryption

Security Setting

The first step to integrate cashU Payments is to ensure the Payment Security. cashU Merchant Account can
support multiple domains, currencies, and e-commerce services.

Encryption Type
» Change the encryption type from default encryption to enhanced when you click "Encryption Type'.
Changing the encryption type to "Enhanced Encryption’ will affect all your services on test and live modes.

Encryption Type: ® Default Encryption Enhanced Encryption

'Imtegration Guide' has more details on how to create the encryption.

Figure 8: Security Settings

e CASHU Offers two types of Encryptions as mentioned above:

- Enhanced Encryption "Recommended"-> Token calculation:
MD5(“merchant_id:amount:currency:session_id:encryption key”)

- Default Encryption -> Token calculation:
MD5(“merchant_id:amount:currency:encryption key”)

The only difference between both types is how you calculate the Token Value.For
example, if you choose to use the Default Encryptiontype then you will remove the
session_idfrom the Tokencalculation "which not recommended".

Once you are done setting up your first Merchant Checkout page, you can start building
your Integration form.

NOTE!
A Its highly recommended to use the Enhanced Encryption Type
as its more secure

In Token calculation, Merchant ID, Currency and Session ID
should be in lowercase.

Remember that the data entered in the above wizard will be used
in the Integration Form Building.

In your integration form make sure to pass the service_name
parameter value as empty string for the default service, for any
sub service you must pass the exact service hame as you set its
value in your merchant account.

4. Start building your Integration Form:
CASHU Parameters:

Before you start, please have a look at CASHU Parameters and their Descriptions. The
below list of Parameters is used in the integration:
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Parameter
Name

merchant_id

Description

The Merchant ID as entered during registration.

Must be between 1 and 20 characters long with characters
from [A-Za-z_\\-@0-9].

Value
Required

Mandatory

amount

A number identifying the value of the payment transaction.

Must be presented in maximum 2 decimal points.

Mandatory

currency

The currency in which the service/item is sold on the
Merchant’s website. The accepted currencies are:

USD (United States Dollar)*
AED (Emirati Dirham)*
EUR (Euro)

JOD (Jordanian Dinar)

EGP (Egyptian Pound)*
SAR (Saudi Riyal)*

DZD (Algerian Dinar)

LBP (Lebanese Pound)
MAD (Moroccan Dirham)
QAR (Qatari Riyal)

TRY (Turkish Lira)

KWD (Kuwaiti Dinar)

BHD (Bahraini Dinar)

OMR (Omani Riyal)

GBP (British Pound Sterling)

Only the currency with (*) mark are accepted for CWC product.

Mandatory

language

A string identifying the interface language of the payment
page.

Supported values are: “en” for the English interface, “ar” for the
Arabic interface.

Mandatory

display_text

English or Arabic description of the transaction; this is
displayed to the customer on the payment page.

Maximum allowed length is 250 characters.

Allowed characters are [A-Za-z_ \\-@\'\"0-9] as well as Arabic
characters.

This parameter will appear in the Statement of Account under

Mandatory

Copyright® CASHU 2015
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column named "ltem/Service".
txtl One of the multi-use variables to enable the merchant to send | Mandatory
any additional value which he want to pass to his success
page.
Maximum allowed length is 150 characters.
Allowed characters are [A-Za-z_\\-0-9].
test_mode Must be '0'. Mandatory
Token Must be a hex-encoded MD5 HASH (a 32-digit hexadecimal | Mandatory

number) of a concatenation of the following parameter values
separated by”:” (values should be in lower case), appended with
the Encryption Keyword. The Encryption Keyword is selected by

the Merchant (please read step 1 for more details).

The example below explains how to create the hash. The used
values are fictitious.

First, values should be converted to lower case:

Parameter: merchant_id value: test
Parameter: amount value: 15.25
Parameter: currency value: aed

Then their values are concatenated:

test:15.25:aed

The Encryption Key is appended to the end of the string:
test:15.25:aed:Hello World

The MD5 function is called on the resulting string:
MD5(“test:15.25:aed:Hello World”)

The result of the function is the hash to be included in the
request. This must be presented in 32 digit hexadecimal number.

e Below is a description of optional parameters that CASHU provides for
Merchants to include any data related to the payment transaction and needed to
be passed to the ReturnURL:

Parameter Description Required
Name
txt2 One of the multi-use variables to enable the merchant to | Optional
send any additional value which he want to pass to his
success page.
Maximum allowed length is 250 characters from [A-Za-z_\.\-
@0-9].
txt3 One of the multi-use variables to enable the merchant to | Optional
send any additional value which he want to pass to his
18
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success page.

Maximum allowed length is 250 characters from [A-Za-z_\.\-
@0-9].

txt4 One of the multi-use variables to enable the merchant to | Optional
send any additional value which he want to pass to his
success page.

Maximum allowed length is 250 characters from [A-Za-z_\.\-
@0-9].

txt5 One of the multi-use variables to enable the merchant to | Optional
send any additional value which he want to pass to his
success page.

Maximum allowed length is 250 characters from [A-Za-z_\.\-
@0-9].

session_id Unique reference to the transaction generated by the | Mandatory
Merchant.

Maximum allowed length is 100 characters from [A-Za-z_\.\-
@0-9].

This parameter will appear in the exported Statement of
Account under column named “"Merchant Transaction

Reference".
service_name Name of the service or domain entered by the Merchant that | Mandatory
has multiple checkout pages. only If
This parameter cannot be empty if the Merchant uses using
. Merchant
multiple checkout pages. Sub
Maximum allowed length is 50 characters from [A-Za-z_\.\- | Checkout

@0-9].

e The below Parameter is used in thePOST Request:

Parameter Description Required

Name

Transaction_Code This is a unique reference to the transaction which is | Mandatory
returned by CASHU if parameters check was successful.

Length is 40 characters from [a-z0-9].

CASHU Integration (Premier Integration):

e A sample on Direct Integration PHP code[soap Request] on Sandbox area
[Please note that some URLs change in theLive areal].

- Start with the Iltems Amount page where you list down your items and their
Amounts.

Copyright® CASHU 2015 19
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ltems Amount page:
<html>

<form action="www.merchantdomainname.com/IntegrationPage.php"
method="post">

Please enter the amount that you want to pay : <input type="text" name="amount"
value="">

<input type="submit" value="proceed">
</form>
</html|>

- Below is an example on how to use soap Request in PHP language (values
used are fictitious):

CASHU Integration Code page:

¢ Inthe first step,the interaction is based on asoapcall initiated by the Merchant to
CASHU server exactly to this URL
(https://sandbox.cashu.com/secure/payment.wsdl) for theSandbox Area and this
URL (https://secure.cashu.com/payment.wsdl) for theLive Area.

<?php
ini_set("soap.wsdl_cache_enabled”, "0");

ini_set('user_agent’, 'Mozilla/5.0 (Windows NT 6.1; WOW®64; rv:20.0)
Gecko/20100101 Firefox/20.0Y;

/[The above line will add the User-Agent to the header of your request and the soap
library 'SoapClient' will add the Host header name automatically

$merchant_id="test’;

$encryption_key="encryption_key value';

$amount = $ POST["amount"]; // this value will be posted from the above HTML
page

$currency='usd’;

$display_text='Description about the item that will appear to the user’;
$language='en’;

$session_id="123ct2";

$txt1="item";

$testmode = 0O;

/I Thebelow Parameters are not required specially in the default Merchant Checkout
Page

$txt2=";
$txt3=";
$txt4=";
$txt5=";
$service_name=";

$token =  md5(strtolower($merchant_id).":'.$amount.":".strtolower($currency).'".$

Copyright© CASHU 2015 20
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strtolower($session_id).":".$encryption_key);

/I$token =
md5(strtolower($merchant_id)."".$amount."".strtolower($currency).":.$encryption_key
); use this if you are using Default Encryption

$client = new SoapClient("https://sandbox.cashu.com/secure/payment.wsdl",
array('trace' => true)); //change the URL to "https://secure.cashu.com/payment.wsdl"
for live area

$request = $client-

>DoPaymentRequest($merchant_id,$token,$display_text,$currency,$amount,$langu
age,$session_id,$txt1,$txt2,$txt3,$txt4,$txt5,$testmode, $service_name);

/Il The Parameters must be in this order :merchant_id. token, display_text, currency,
amount, language, session_id, txtl, txt2, txt3, txt4, txt5, test_mode, service_name

¢ Inthe second step, the interaction is based on secure HTTP POSTto the
payment page exactly to this URL (https://sandbox.cashu.com/cgi-
bin/payment/pcashu.cqgi) on theSandbox Area, and this URL
(https://www.cashu.com/cgi-bin/payment/pcashu.cgi) on the Live Area. It
requires one parameter which is returned from CASHU server as a result of the
soap call in the first step.

/IGet transaction code from the response
$tmp = strstr($request, '=');
$Transaction_Code = substr($tmp, 1);
echo '<html>;

if ($Transaction_Code !="){

/I[Change the URL in the blow HTML form to "https://www.cashu.com/cgi-
bin/payment/pcashu.cgi” for live area

echo'

<form action="nhttps://sandbox.cashu.com/cgi-bin/payment/pcashu.cgi"
method="post">

<input type="hidden" name="Transaction_Code" value="".$Transaction_Code.">
<input type="submit" hame="but" value="Pay with cashU!">

</fform>"}

else{

echo $request;

}

echo '</html>";

7>
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The below Table show the errors description that might returned to you in case your
SOAP request contains wrong data.

Error Message ‘ Description ‘

INSECURE_REQUEST Request was not sent through HTTPS

SYSTEM_NOT_AVAILABLE CASHU servers are not responding

INVALID_PARAMETER One or more of the required parameters is null or has
invalid character.
INACTIVE_MERCHANT The Merchant account is inactive.

TOKEN_CHECK_FAILURE The submitted value for the token parameter is incorrect.
GENERAL_SYSTEM_ERROR | Error happened while processing the transaction

Handling CASHU Parameters on ReturnURL :
¢ ReturnURL Notifications is the default type of CASHU notifications.
e CASHU uses the HTTP POST to submit all the following data to the Merchant’s

Return URL:
Amount The same amount sent by the Merchant.
Currency The same currency sent by the Merchant.
Language The interface language sent by the Merchant.
txtl The item description sent by the Merchant.
Token The MD5 String sent by the Merchant.
trn_id A unique reference number to the transaction created by CASHU.
trnDate The transaction's date and time in GMT.
session_id The Merchant’s unique reference to the transaction (if it was sent

by the Merchant).

This parameter will appear in the exported Statement of Account
under column named "Merchant Transaction Reference".

verificationString It is a hex-encoded SHA1 HASH (40 HEX characters) of a
concatenation of the following parameter values separated by”:”
merchant ID, CASHU transaction ID and the Encryption Key.
Please note that the Merchant ID should be in lower case.

The example below shows how to create the hash. The used
values are fictitious.
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First, values should be converted to lower case:
Parameter: merchant_id value: test
Parameter: trn_id value: 4566
Then their values are concatenated:
test:4566
The Encryption Key is appended to the end of the string:
test:4566:Hello World
The SHA1 HASH function is called on the resulting string:
SHA1 HASH (‘“test: 4566: Hello World”)
The result of the function is the hash to be included in the
response.

netAmount The net amount credited to the Merchant.

test_mode In Most Cases the value will be '0'.

servicesName The name of the Service (MerchantCheckout or
MerchantSubCheckout) where the purchasetransaction has been
processed.

AN\

NOTE!

In addition to the above table, CASHU also returns the values of
the parameters from (txt2 to txt5). CASHU offers these parameters
to allow the Merchant to send any values he wants and CASHU
sends them back to the ReturnURL ,NotificationURL along with
the successful transaction.

As for the Default Checkout servicesName parameter will be
empty string, however for any sub Checkout the servicesName
must be passed as configured in the merchant account under
Service Setup.

o Below is a sample code in PHP language showing how you can get the posted
parameters and how to verify the transaction before releasing any Goods or
Services:

<?php

/[First get the parameters value

$merchant_id="test’;

$encryptionKey="encryption_key value';
$amount=$_POST["amount"];
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$currency=$_POST["currency'];
$language= $ POST["language"];
$txtl= $_POST["txt1"];
$token=$_POST["token"];
$trn_id=$_POST["trn_id"];
$session_id=$_POST|["session_id"[;
$verificationString= $_POST["verificationString"];
$netAmount=$_POST["'netAmount"];
/I and the below parameters if used
/I$txt2= $_POST["txt2"];

/I$txt3= $_POST["txt3"];
/I$txtd=$_POST["txt4"];

1$txt5= $_POST["txt5"];

$originalAmount= "Original_amount";// Pass the original amount for this order from
your system, not the one sent by CASHU

$originalCurrency= "Original_currency";// Pass the original currency for this order
from your system, not the one sent by CASHU

/Ithen you need to calculate the verification string and make sure that it
matchverificationString parameter value as below

$calculatedVerificationString=shal(strtolower($merchant_id).":".$trn_id."".$encryption
Key);

if($calculatedVerificationString!=$verificationString)

{

/'if they didn't match, then don't release the service or the product as this request is
not from CASHU side

}

else

{

/I if they matched, then calculate the token and make sure that it match token
parameter value as below to verify the amount

$calculatedtoken= md5(strtolower($merchant_id).":".$originalAmount.":".strtolower
($originalCurrency).":".strtolower ($session_id).":".$encryptionKey);

/[$calculatedtoken = md5(strtolower
($merchant_id).":".$originalAmount.":".strtolower($originalCurrency).":'.$encryptionKey)
; use this if you are using Default encryption

if($calculatedtoken!=$token)

{
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/I if they didn't match, then don't release the service
/I in such case please refund the transaction

}

else

{
/I if they matched, then release the service
}
}

?>

NOTE!
Make sure to use Original Amount and Original Currency in the

Token verification step to make sure that no one manipulated the
response.

Don't use the amount and currency values that sent to you by
CASHU in the verification process.

Handling CASHU Parameters on NotificationURL:

CASHU offers an extra way to make sure that the Merchant receives the
notification even if the user has closed the internet browser before reaching the
Merchant's ReturnURL. It's called NotificationURL (XML Notification).

CASHU always recommends to use this feature NotificationURL for the following
reasons:

- CASHU keeps sending the Notification (up to six times onthelive area) with

time interval of 2 hours until a confirmation is received from the Merchant.

- CASHU sends the XML Notification as a value of a parameter called

“sRequest”using POST method.

The following are short descriptions of the fields in the XML notification:

Parameter Name ‘ Description

responseCode The expectedvalue is “OK”.

trnDate The transaction's date and time in GMT.

cashU_trnID A unique reference number to the transaction created by CASHU.
cashUToken The MD5 string consists of the following values:

e Merchant ID
e CASHU transaction

e Encryption key
The Merchant ID and the Encryption Key should be in lower case.
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The example below shows how to create the hash. The used values are
fictitious.
e First, values should be converted to lower case:
- Parameter: merchant_id value: test
- Parameter: cashU_trnID value: 401231
- Parameter: Encryption Key value: hello world
¢ Then their values are concatenated:
- test:401231:hello world
e The MD?5 function is called on the resulting string:
- MD5(“test:401231:hello world”)
The result of the function is the hash to be included in the response.

amount

A number identifying the value of the payment transaction.

Must be presented in maximum 2 decimal points.

currency

The currency in which the service/item is sold on the Merchant's
website. The accepted currencies are:

USD (United States Dollar)*
AED (Emirati Dirham)*
EUR (Euro)

JOD (Jordanian Dinar)

EGP (Egyptian Pound)*
SAR (Saudi Riyal)*

DZD (Algerian Dinar)

LBP (Lebanese Pound)
MAD (Moroccan Dirham)
QAR (Qatari Riyal)

TRY (Turkish Lira)

KWD (Kuwaiti Dinar)

BHD (Bahraini Dinar)

OMR (Omani Riyal)

GBP (British Pound Sterling)

Only the currency with (*) mark are accepted for CWC product.

language

A string identifying the interface language of the payment page.

Supported values are: “en” for the English interface, “ar” for the
Arabic interface.

display_text

English or Arabic description of the transaction; this is displayed to
the customer on the payment page.
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Maximum allowed length is 250 characters.
Allowed characters are [A-Za-z_ \\-@\\’0-9] as well as Arabic
characters.
This parameter will appear in the Statement of Account under column
named "ltem/Service".

txtl Maximum allowed length is 150 characters.
Allowed characters are [A-Za-z_\.\-0-9].

test_mode In Most Cases the value will be '0'.

session_id Unique reference to the transaction generated by the Merchant.
Maximum allowed length is 100 characters from [A-Za-z_\.\-@0-9].
This parameter will appear in the exported Statement of Account
under column named "Merchant Transaction Reference".

servicesName Name of the service or domain entered by the Merchant that has
multiple checkout pages.
This parameter cannot be empty if the Merchant uses multiple
checkout pages.
Maximum allowed length is 50 characters from [A-Za-z_\.\-@0-9].

NOTE!

A In addition to the above table, CASHU also returns the values of
the parameters from (txt2 to txt5). CASHU offers these parameters
to allow the Merchant to send any values he wants and CASHU
sends them back to the ReturnURL along with the successful

transaction.

As for the Default CheckoutservicesName parameter will be empty

string.

e The following example shows the XML structurereturned by CASHU (values are

fictitious):

<cashUTransaction>

<merchant_id>test</merchant_id>
<token>66a31cd699d8d9chb454df1f6cec30c2c</token >
<display_text>Baseball Hat</display_text>

<currency>AED</currency >

<amount>100</amount>
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<language>en</language>
<session_id>asdasd-234-asdasd</session_id>
<txtl>item27</txt1>

<txt2>123</txt2>

<txt3></txt3>

<txt4></txt4>

<txt5></txt5>
<servicesName></servicesName>
<responseCode>0OK</responseCode>
<trnDate>2008-01-01 09:20:01</trnDate>
<cashU_trnID>401231</cashU_trnID>
<cashUToken>234c36b77ffac7905165bb72d582342</cashUToken>
<netAmount>97.00</netAmount>

</cashUTransaction>

e The following are short descriptions of the fields that CASHU expect from the
Merchant's XML response:

Parameter Name Description

merchant_id The Merchant ID registered in CASHU.

cashU_trnID The unique reference number of the transaction created by CASHU.

cashUToken The MD?5 string sent by CASHU to the merchant for the notification.

responseCode The expected value is “OK”.

responseDate The timestamp of the response should include the date and time in
GMT. The accepted format is: “yyyy-mm-ddhh:mm:ss”.

e The response should be sent via secure HTTP POST to this URL
'https://sandbox.cashu.com/cgi-bin/notification/MerchantFeedBack.cgi' on the
Sandbox area and to this URL https://www.cashu.com/cgi-
bin/notification/MerchantFeedBack.cgion the Live Area .

e CASHU expects to receive the response in the following format:

"sRequest=<cashUTransaction><merchant_id>test<merchant_id><cashU_trnID>40
1231</cashU_trniD><cashUToken>234c36b77ffac7905165bb72d582342</cashUTo
ken><responseCode>OK</responseCode><responseDate>2008-01-01
09:21:01</responseDate></cashUTransaction>";

e The below example is for 'XML Notification sent by CASHU to the Merchant' and
'the Merchant's response on that notification' using PHP language:

<?php
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/[First get the parameters value

$encryptionKey="encryption_key value';

$sRequest=$_POST["sRequest"];

$successTransaction = new SimpleXMLElement($sRequest);

$merchant_id=$successTransaction->merchant_id;
$amount= $successTransaction->amount;
$currency=$successTransaction->currency;
$language= $successTransaction->language;

$txtl= $successTransaction->txt1;

$token= $successTransaction->token;

$cashU_trnID= $successTransaction->cashU_trnID;
$session_id= $successTransaction->session_id;
$cashUToken= $successTransaction->cashUToken;
$display_text=$successTransaction->display_text;
$responseCode=$successTransaction->responseCode;
$servicesName=$successTransaction->servicesName;
$trnDate=$successTransaction->trnDate;

/land the below parameters if used

/I$txt2= $successTransaction->txt2;

/I$txt3= $successTransaction->txt3;

/I$txt4= $successTransaction->txt4;

[I$txt5= $successTransaction->txt5;

$originaAmount= "Original_amount";// Pass the original amount for this order from
your system

$originaCurrency= "Original_currency";// Pass the original currency for this order
from your system

/then you need to calculate the cashUToken and make sure that it
matchcashUToken parameter value as below

$calculatedCashuToken=MD5(strtolower($merchant_id).":".$cashU_trnID."".strtolowe
r($encryptionKey));

if($calculatedCashuToken!=$cashUToken)
{

/'if they didn't match, then don't release the service or the product as this request is
not from CASHU side
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}

else

{/l if they matched, then calculate the token and make sure that it match token
parameter value as below

$calculatedtoken= md5(strtolower($merchant_id).":".$originaAmount."".strtolower
($originaCurrency).":".strtolower ($session_id).":".$encryptionKey);

/[$calculatedtoken = md5(strtolower
($merchant_id).":".$originaAmount.":".strtolower($originaCurrency).":.$encryptionKey);
use this if you are using Default encryption

if($calculatedtoken!=$token)

{

/I if they didn't match, then don't release the service

}

else

{

/I if they matched, then release the service

}

/I the below part is the merchant response on the xml natification.
if(fresponseCode=="0OK’)

{

$sRequest=
"sRequest=<cashUTransaction><merchant_id>".$merchant_id."</merchant_id><cas
hU_trnlD>".$cashU_trnID."</cashU_trnID><cashUToken>".$cashUToken."</cashUT
oken><responseCode>".$responseCode."</responseCode><responseDate>".date("
Y-m-d H:i:s")."</responseDate></cashUTransaction>";

$ch = curl_init();

/lchange the below URL to - https://www.cashu.com/cgi-
bin/notification/MerchantFeedBack.cgi for live area

$useragent="Mozilla/5.0 (Windows NT 6.1; WOW®64; rv:20.0) Gecko/20100101

Firefox/20.0";
curl_setopt($ch, CURLOPT_USERAGENT, $useragent);
curl_setopt($ch, CURLOPT_URL, 'https://sandbox.cashu.com/cgi-

bin/notification/MerchantFeedBack.cgi');

curl_setopt($ch, CURLOPT_VERBOSE, 0);
curl_setopt($ch, CURLOPT_HEADER, true);
curl_setopt($ch, CURLOPT_CUSTOMREQUEST, 'POST");
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curl_setopt($ch, CURLOPT_SSL_VERIFYPEER, false);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, 1);

curl_setopt($ch, CURLOPT_POST, 1);

curl_setopt($ch, CURLOPT_TIMEOUT, 0);

curl_setopt($ch, CURLOPT_POSTFIELDS, $sRequest);
curl_setopt($ch, CURLOPT_HTTPHEADER, array(‘Connection: close"));
$result = curl_exec($ch);

curl_close($ch);

}

>

e CASHU does not send any notification to the Merchant in the case of a failed
transaction, but displays the error message to the user in the Payment page.

NOTE!

Make sure to use Original Amount and Original Currency in the
Token verification step to make sure that no one manipulated the
response.

Don't use the amount and currency values that sent to you by
CASHU in the verification process.

Handling CASHU Parameters on SorryURL:

o CASHU offers a way to be able to redirect the user to the Merchant's website in
case of transaction failure; it's called SorryURL.

¢ SorryURL is amandatory service which allows the Merchants to redirect the user
-If the payment transaction failed for any reason (insufficient funds, restricted
country, KYC compliance restriction, or incorrect authentication details)- to a
predefined page

e The following is a list of parameters returned to the SorryURL by CASHU:

Parameter Name Description

errorCode Details are available in the following table (Error Codes).

txtl The item'sdescription sent by the Merchant.

session_id The Merchant’s unique reference to the transaction (if it was sent by
the Merchant).
This parameter will appear in the exported Statement of Account
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under column named "Merchant Transaction Reference".

e The following describes the error codes returned to the “Sorry URL”and the
error messages related to them:

Error Code Description

2 Inactive Merchant ID.

4 Inactive Payment Account.

6 Insufficient funds.

7 Incorrect Payment account details.

8 Invalid account.

15 The password of the Payment Account has expired.

17 The transaction has not been completed.

20 The Merchant has limited his sales to some countries;
the purchase attempt is coming from a country that is
not listed in the profile.

21 The transaction value is more than the limit. This
limitation is applied to Payment Accounts that do not
complywith KYC rules.

22 The Merchant has limited his sales to only KYC-
compliant Payment accounts; the purchase attempt is
coming from a Payment account that is NOT KYC-
compliant.

23 The transaction has been cancelled by the customer.
If the user clicks on the “Cancel” button.

24 The Payment Account has been locked

32 User profile is incomplete, the user need to upload his
identification document inside payment account in
order to process this transaction

33 User profile is incomplete, the user need to upload his
identification document inside payment account in
order to process this transaction

34 The Payment Account exceeded the allowed spending
limitdue to the incompletion of user profile, in order to
process this transactionuser needs to upload
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identification document.

e Below is an example on how to get the posted parameters to the SorryURLusing

PHP language:

A\

5. Perform at least one successful Test Payment Transaction on the Sandbox Area.

<?php

$errorCode=$_POST["errorCode"];
$txt1=$_POST["txt1"];
$session_id=$_POST["session_id"];

7>

NOTE!

Once you complete building your Integration form, you are able
to handle CASHU Parameters on all your predefined URLS, then
simplymove to the next step, which is Test Your Integration

Form.

You need to make at least one successful payment transaction on the sandbox area
to be eligible to request a live Merchant accountonCASHU.To do so, CASHU
provides you with Test Payment AccountCredentials.You can find them
underCASHU Prepaid Credentialson the left side in your Merchant account on the
Sandbox area.

Payment methods

cashU Prepaid : active
PAYatSTORE : inactive
PAYatHOME : inactive

= I I

=l

Waiting orders
PAYatSTORE : 0
A PAYatHOME . D
cashl Prepaid Credentials

=l

¥ Click on specific account
number to see account details
A Your Account Number

o XXXXXXKX
Currency: USD

Figure 9: CASHU Prepaid Credentials

After clicking it, the below figure appears to you.Usethe Username and the Password to
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perform your test transaction(s).
You can update the testing balance by filling the amount and clicking"Update Balance".

Prepaid Testing Settings

To simulate cashU Prepaid you need the credentials below to use them in the payment page:

@HCHRLKMEBLQ@HS@
ssword: vBFYBUEST76
Balanteri=os Amount: Update Balance

Figure 10: Prepaid Testing Settings

e After CASHU verifies the account authentication details, sufficient balance,
restricted countries, and maximum amount and upon successful authentication,
CASHU redirects the user to the Return URLdefined by the Merchant.

NOTE!

If you received an insufficient balance error while performing a
test transaction, you can update your testing balance by filling the
Amount text box with the needed amount and click on Update
Balance button.
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6. A"Go to Live"button appears on theleft side area.

CASH\¥

A Payment methods
A cashl Prepaid ! active
A PAYatSTORE : active
A PAYatHOME : active

A Waiting orders

A PAYatSTORE : ©

A PAYatHOME : 0

A cashl Prepaid Credentials

b Click on specific account
number ta see account details

Choose Language v | Logout MErChant %
T Sandbox

New sandbox Test it Higible for live account Request live account Pending approval Active live account

Current status: You are now qualified to request live account. Flease initiate the KYC process via the use the button
"Request live account” button on the left hand side. KYC stands for Know Your Customer and is necessary due to legal
requirements.

Account Management = Merchant Services = Financial Services = PAYatHOME Help

Welcome to your cashU Merchant Account

Greetings Dear New Merchant.

A very warm welcome to your cashU Merchant Sandbox Account.

Welcome to the new cashU Merchant Sandbox Account Service

Sandbox area is a testing environment for developers and merchants alike which has been created to facilitate the
merchant in a way that it makes it simpler and easier for the user to perform essential tasks from the start of the

integration process till it goes live.

Sandbox runs your queries in an isolated space which prevents them from making permanent changes to other activity
and data in the system, which further enhances secure web activity, enhanced privacy, the system stays lean etc.

e <

Figure 11: "Go to Live" Button

When you click on this button, you are redirected to theKYC (Know Your Customer)
section where you can enter your information and provide CASHU with the needed

documents.
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Basic Information
Securty Question vour city of birth b
mt
Ny
vsD
N
ab Ao
* Accosind Numwdior \
AED | | Lasths
Bart) v v v
m ' v
Adde
ddr
- v
Merchant Website © Acc arcther vezems
Address(es) *
Chotie St | Na fie chozen

Figure 12:Basic information

7. Fill the required "Basic information” as shown above and click on "Next".

NOTE!

A Please note that you will need to upload your trade license (KYC
Document) before clicking on "Next" and proceeding to the
following page.
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Thadkout Weh CEIL cashU Merchant Account Registration

¢+ This form i requered for the Xnow Your Customer (KYC) vaidation in compliance with the financin Servces Auth
compiete it to the best of your knowledpe before you shift to the Live Mode

Setrlamsnt Account Desalls

Jordan v
ty
Your Account
Neuwbier Herle A it Holdet Name: *
™ 1250 .~ mbe
* Your Sub Accounts 184N
* Account Number
Ha
wiys AED
Hark B
m i AP
Rosting Numbes fizr U% on
e
pecial Tnatr

Figure 13: Settlement Account Details

8. After that fill the "settlement account Details" as above and click on "Next".
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cashU Merchant Account Registration

¢ This forr reguved for the Know Your Custuener (KYC) vinidabon in compliae h the Anancid Ser = Authorty (FS&) regerements, 7
kn o hift o o

Comtact Information

Account Manager ! Businass Owner

* Accosint Nuislier

y ARD

Lustomss Support

Figure 14: Contact Information Details
9. Finally, fill the contact information details, taking in consideration the below major
points then click on "Register Now":

- Full names for both the Account Manager and the Customer Support should
be added.

- Email address for both the Account Manager and the Customer Support
cannot be duplicated

10. Please let us know once finished to follow up internally on the approval process for
your live account.

11. Once your account approved an Email will be sent to your Email Address containing
the Live Account Credentials.

12. Please go back and redoall the previous steps on the Live Area.

NOTE!

A You won't be able to use same values of integration URLs and
Encryption Key that were used in Sandbox area, you need to use
different values.

In case you want to use the same values, you should go back to
your sandbox account and replace the existing configuration to
some dummy values.

You can now start Accepting payments from CASHU users!
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Appendix 1 — URLs

The below table lists all URLs used in the Integration Form for both Areas (Sandbox &

Live):

URL Name Sandbox Area Live Area

CASHU Payment page | https://sandbox.cashu.com/cgi- https://www.cashu.com/cgi-
bin/payment/pcashu.cgi bin/payment/pcashu.cgi

SOAP WSDL https://sandbox.cashu.com/secure/ | https://secure.cashu.com/pa
payment.wsdl yment.wsdl

Merchant Response https://sandbox.cashu.com/cgi- https://www.cashu.com/cgi-

URL on bin/natification/MerchantFeedBack | bin/notification/MerchantFee

(NotificationURL) .cgi dBack.cgi
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Appendix 2 — (Important) Security Measures

1. Enhanced Encryption:

You should use the Enhanced Encryption instead of the Default Encryption.

2. Notification URL :

You should deliver the service depending on the notification that you will receive on
your Notification URL instead of delivering it on the Return URL.

3. Using and Recalculating CASHU Verification Parameters:

verificationString / to make sure that CASHU is the source of the “call back"

cashutoken / to make sure that CASHU is the source of the “offline notification”

Token / recalculating this parameter based on the original amount to make sure
that the transaction details were never been manipulated.

4. |P Restriction or Domain Restriction :

We also recommend to use IP Restriction or Domain Restriction on your Notification
URLs to make sure that no one will send requests to your URLs except CASHU.

Helpful Tips:

No one should know your Security Key “Encryption Keyword”
No one should know your Merchant area login information.
No one should know the Return URL nor the Notification URL.

Each transaction must be linked with Order ID / Session ID where each Order ID
/ Session ID must be unique.

Make sure you are using a valid SSL certificate on your Server.
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Appendix 3 — Checkout with CASHU (CWC)

A new feature has been added to CASHU where customers can choose to "Checkout
with CASHU" on a Merchant's website.Customers are then redirected to the
new"Checkout with CASHU" page to complete their payment.

Product Features:

The following points list the features of "Checkout with CASHU" that will add benefits to
the customers:

1.

7.

Directly create a CASHU Payment Account:

New users can create a CASHU Payment Account from the same "Checkout with
CASHU" page.

Multiple payment options:

Users can perform payments not only with their account balance but also through
their credit cards.

Linking a credit card to a certain account:

Users can link their credit cards to their accounts so that they don't have to fill in
their information each time they want to make a purchase.

Mobile verification:

All interactions that take place through mobile phones are secured by the new
mobile verification feature.

Credit Card verification:

Another security feature for the credit card is that our system allows users to perform
only one transaction through their credit cards before they perform the verification
transaction where the user enters his credit card details and the system charges this
credit card a random amount. The user should check his bank statement for the
amount of the verification transaction and should enter this amount into the system
to verify his credit card.

An enriched user experience:

The following new attributes guarantee a pleasant and satisfying experience for
users while checking out with CASHU:

- Efficiency: the enhanced usability of forms guides users through the right
steps they need to apply in order to achieve what they want to do, and
eliminates unnecessary steps.

- Responsiveness: the system constantly provides notifications for users upon
any mistake done or any missing information.

- Clarity: a clear page layout which helps prevent user errors and contributes to
ease of use.

An enhanced user interface.

Users will enjoy using this visually appealing interface thanks to the attractive theme and
colors.
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Appendix 4 — Checkout with CASHU on Sandbox Environment

Checkout with CASHU is now available on the Sandbox environment to enable the
Merchants to test it on a simulated environment before going live.

The features and functionality of Checkout with CASHU are the same on the Sandbox
environment except for 2 screens.

NOTE!
A Detailed explanation of Checkout with CASHU is available in the
Checkout with CASHU overview document.

Once a Merchant logs in to his Merchant area in CASHU, he will find the CWC option on
the left side of the page (inactive) as follows:

CASH\V i g

Account Management Merchant Services Financial Services Support

Welcome to your cashU Merchant Account

Welcome to the new cashU Merchant Account Service!
New to cashU: Bank transfers are now done from your Merchant Account

From 1st April you will only have one account with cashU from which all merchant services are managed,
including fund transfer to your bank account .
7 Payment methods
7 cashU Prepaid : active This mean you will no longer need to login to you cashU Payment account to execute bank transfers and
7 PAYatSTORE : there will be no more daily funds transfer from your Merchant Account to your Payment Account. In your
U Merchant Account will now see two balances; Total Balance and Available Balance.

Total Balance is the total sum of all credit and debit transactions shown in real time. Available Balance is
the balance available for transfer to your bank account, which is the Total Balance minus any funds in
escrow or blocked as minimum balance.
» Click on specific account number to

see account details
Please note that we have transferred all your funds from your Payment Account back to your Merchant

7 Your Account Number account, this appears as credit transaction in your financial statement on the 26th of March 2011.
6276724
Currency: USD cashU provides Straight Through Processing of payment transactions and now allows you to have

accounts in multiple currencies.

Your Merchant account is used to monitor and administer your cashU payments as well as transferring
your collected funds to your bank account.

To get familiarized with the new Merchant Account feature we recommend you to download our new
Merchant Account Guide from here.

Figure 15: CWC Option — Merchant Area

To activate the CWC option and check its features, do the following:

1. Click on the Checkout with CASHU tab surrounded by the red circle in the above
image. The following page appears:
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CASH\"

7 Payment methods
7 cashU Prepaid : active
PAYatSTORE :

inactive

A Your Account Number
W 6276724
Currency: USD

Account Management

* Inactive

Activate
@ Checkout With CASHU

Merchant Services

Merchant to be based in: Worldwide

Payment locations for customers i

in:

UAE, Saudi Arabia, Egypt, Kuwait.

4l v | Logout

Financial Services Support

& Active

® cashu Prepaid

based in: Worldwide

Figure 16: Activating Checkout with CASHU

2. Click on the "Activate" button in the Checkout with CASHU box.
By this, the Checkout with CASHU feature will be activated for you to test it and check

the various features it has.

A\

NOTE!

The only purpose of havingCheckout with CASHU option

available in your Merchant areais to check its features for future
benefit of it. Noting that it should be deactivated afterwards as
keeping it activated overrides the Prepaid option.This will change
once it's available on the Live environment.

Checkout with CASHU Payment Page:

The following page is the Checkout with CASHU Payment page:
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L X f 8 hitpsy//sandbox.cashu.com/cgi-bin/payment

Checkout with

CASH\%

@ Payment Authorization \@ Payment Description

tem:

Total Price.

Figure 17: Checkout with CASHU Payment page - 1

To start performing test transactions with Checkout with CASHU, follow the below
steps:

1. Enter CASHU Prepaid credentials found in Figure 8 above. You will be redirected to
the following page:

CASH\Y

;-"- Payment Method U Payment Description

Select the source of funds for this payment

0 My CASHU Account Balance
O My Credit Card

Merchant Name

ftem

Total Price

Figure 18: Checkout with CASHU Payment page - 2
2. Select "My Credit Card" option. The following figure appears:
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reckout with

CASH\Y

L’4 Payment Method @ Payment Description

Seloct the source of funds for this payment

0 My CASHU Account Balance

My Credit Card
Merchant Name Moumaen
fy your Mobile
rmem ashU TEST mode
Verify your phone to help us secure your account. Please enter your mobile cashU TEST
mumber below
Total Price
Mobile Number n

Figure 19: Checkout with CASHU Payment Page - Mobile Number Field

3. Enter your mobile number in the "Mobile Number" field to verify it. The verification
code appears as follows:

Checkout with

CASH\"

QZ Payment Method \3’ Payment Description

Select the source of funds for this payment

O My CASHU Account Balance

My Credit Casd

Merchant Name:  Mowmen
Enter verification codes 4644

orify your Mobile Item. cashy TEST mode
We sent a text message to + 971 62002828 with your verification code
Total Price:
Enter verification code AB44

Figure 20: Checkout with CASHU Payment Page —Verification Code

4. Enter the verification code provided to you in the previous figure.
5. Click "Verify". The below page appears:
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Checkout with

CASH\%

@ Payment Method \E,V Payment Description

Saelect the source of funds for this payment

o My CASHU Account Balance

J) My Credit Card

Merchamt Neme Maehien
There is no credit card linked to your profife yet. Enter your credit card detalls
below Itemn weu cashl TE

Al fieids sre required

Cardhoider's Name (a8 t apDears on e credt card) Total Price UsD 10
Credit Card Type VisA &

Card Number

Expiration Date Select + Seloct

Card Verification Code 0

| agree to the CASHU Terms & Conditiona

6.

~—

Figure 21: Checkout with CASHU Payment Page — CC Information

Copy Credit Card test Number by clicking the "Credit Card Test Information” button
found in your Merchant area on CAHSU website as shown in the figure below. The
Credit Card test information will be displayed as below then past it in the Card
Number field in the payment page:

CASH \‘ Choose Language v | Logout gg%\adntbéa
Home » Orders Processing Simulation

New sandbox Test it [Eligible for live account Request live account Pending approval Active live account

Current status: You are now qualified to request live account. Please initiate the KYC process via the use the button "Request live
account™ button on the left hand side. KYC stands for Know Your Customer and is necessary due to legal requirements.

A Services  Financial Services  Help

" Payment methods
A cashU Prepaid : active

A Checkout With CASHU :
Test-card numbers

active
To simulate checkout with cashU and pay using credit card you need the card numbers below to use them in the payment page:
ey VISA: 4111 1111 1111 1111
2 cash) Prepald Credentials Visa 3-D Secure: 4000 0000 0000 0002
e S MasterCard: 5399 9999 9999 9999

» Click on specific account number
o see account details

A Your Account Number
+# 6276926
Currency: USD

Figure 22:Merchant Area - Credit Card Test Information
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e For the rest of required field fill them as below:

Card Holder Name: use any name.

2. Card Number: as appear in the sandbox merchant account under test-card
numbers.

3. Credit Card Type: make sure to select the related type to the number that you've
select in the (Card Number) field.

Expiration Date: use any date in the future.
5. Card verification number: use any number from three digest.

NOTE!
e Please make sure to use the Credit Card Information
provided on sandbox account, as by using real information
your test transaction will not be processed.
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